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This brief contains these items under the following headings, and in the order set forth 
below (37 C.F.R. § 41.37(c)(1)): 

TABLE OF CONTENTS 

I. REAL PARTY IN INTEREST „ „ i 

n. RELATED APPEALS AND INTERFERENCES 1 

in. STATUS OF CLAIMS , 1 

IV. STATUS OF AMENDMENTS 2 

V. SUMMARY OF THE CLAIMED SUBJECT MATTER 2 

VI. GROUNDS OF REJECTION TO BE REVIEWED ON APPEAL ,.5 

VD. ARGUMENTS 5 

A. REJECTION OF CLAIMS 1, 33, AND 41 UNDER 

35 U.S.C. § 102(e).,.,., ...•*..„..,....„■....,.„ .......,5 

B. REJECTION OF CLAIMS 17 AND 31 UNDER 

35 U.S.C.§ 103(a) ..... IS 

VDX CONCLUSION... _ ..... 19 

EX. APPENDIX OF CLAIMS INVOLVED IN THE APPEAL 20 

X. EVIDENCE APPENDIX 22 

XI. RELATED PROCEEDINGS INDEX 23 

The final page of this brief before the beginning of the Appendix of Claims bears the 
agent's signature. 
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I. REAL PARTY IN INTEREST (37 C.F.R § 41.37(c)(1)(f)) 

The real party in interest in this appeal is ViXS Systems, Inc., the assignee in the entirety, 
as evidenced by the assignment recorded at Reel 012329, Frame 0143 . 

EL RELATED APPEALS AND INTERFERENCES (37 C.FJR. § 41 J7(c)(l)(ii)) 

There are no interferences or other appeals that will directly affect, or be directly affected 
by, or have a bearing on the Board's decision in this appeal. 

IIL STATUS OF CLAIMS (37 C.F.R. § 4137(c)(l)(ui)) 

A. TOTAL NUMBER OF CLAIMS IN APPLICATION 

There are eighteen (1 8) claims pending in the application. 

B. STATUS OF ALL THE CLAIMS 

1 . Claims pending: 

Claims 1, 17-22, 24-33, and 41. 

2. Claims 'Withdrawn from consideration but not canceled: 
NONE. 

3. Claims allowed: 
NONE. 

4. Claims objected to: 
NONE. 

5. Claims rejected: 

Claims 1, 17-22, 24-33, and 41 are rejected under 35 U.S.C. § 103(a). 
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6. 



Claims canceled: 



Claims 2-16, 23, and 34-40. 



C. CLAIMS ON APPEAL 

There are five (5) claims on appeal, claims 1, 17, 31, 33 and 41. 

IV. STATUS OF AMENDMENTS (37 C.F.R. § 41 J7(c)(l)(iv)) 

No amendments have been submitted subsequent to the final Office Action mailed 
January 24, 2006 (hereinafter, "the Final Rejection") or the Advisory Action mailed April 14, 
2006 (hereinafter, "the Advisory Action"). 

V. SUMMARY OF THE CLAIMED SUBJECT MATTER (37 C.F.R. § 41.37(c)(l)(v)) 

The following summary is provided to give the Board the ability to quickly determine 
where the claimed subject matter appealed herein is described in the present application and is 
not to limit the scope of the claimed invention. 

Independent claim 1 recites the features of a monolithic semiconductor device (e.g,, 
monolithic semiconductor device 200, FIG. 2) comprising a memory location (e.g., key register 
130, FIG. 2) having an output port, wherein a data value to be stored in said memory location is 
observable only internally to the monolithic semiconductor device (see, e.g., p. 6, lines 6-13). 
Claim 1 further recites the features of the monolithic semiconductor device comprising an 
asymmetrical encryption engine (e.g., encryption engine 120, FIG. 2) having an input port 
coupled to the output port of the memory location and an output port to provide a symmetrical 
encryption key based on the data value (see, e.g., p. 5, lines 7-19) and a symmetrical encryption 
engine (e.g., additional component 150, FIG. 2) having an input port coupled to an output port of 
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the asymmetrical encryption engine, wherein Hie symmetrical encryption engine is to perform an 
encryption function using the symmetrical encryption key (see, e.g., p. 5, lines 16-19). Claim 1 
further recites the features of wherein the monolithic semiconductor device further includes at 
least one silicon die pad (e.g., input/output die pads 235-237, FIG. 2) having an input coupled to 
the output port of said memory location to provide temporary access to said memory location 
(see, e.g., p. 9, line 24 - p. 10, lines 2), 

Independent claim 17 recites the features of a monolithic semiconductor device (e.g. 5 
monolithic semiconductor device 300, FIG. 3) comprising an external data port (e.g., external 
port 110, FIG. 3) having an input and an output, a first encryption engine (e.g., encryption engine 
120, FIG. 3) having an input coupled to the input of said external data port and an output, and a 
second encryption engine (e.g., additional component 150, FIG. 3) having an input coupled to 
the output of the first encryption engine and an output Claim 1 7 further recites the features of 
wherein the monolithic semiconductor device further comprises a memory location (e.g., key 
register 130, FIG. 3) having an output coupled to the input of said first encryption engine, an 
isolation portion (e.g., isolation portion 310, FIG. 3) coupled to the output of said memory 
location and to the input of said external data port, wherein said isolation portion is modifiable to 
permanently prevent access of said memory location by the external data port (see, e.g., FIGS. 4 
and 5, p. 10, lines 17-29), and wherein the first encryption engine is to provide a first encryption 
key based on a value stored at said memory location to said second encryption engine (see, e.g., 
p. 11, lines 1-18). 

Dependent claim 31, which depends from claim 17, recites the additional features of at 
least one silicon die pad (e.g., input/output die pads 235-237, FIG. 2) coupled to the output of 
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said memory location to provide temporary external access to said memory location (see, e.g., p. 
9, line 24 -p. 10, lines 2). 

Independent claim 33 recites the features of accessing, by a first encryption engine (e.g., 
encryption engine 120, FIG. 7) internal to a monolithic semiconductor device (e.g., monolithic 
semiconductor device 700, FIG. 7), data from a memory location (e.g., key register 130, FIG. 7) 
internal to the monolithic semiconductor device, wherein the memory location is accessible only 
internal to the monolithic semiconductor device (see, e.g., p. 6, lines 6-13), and generating, at the 
first encryption engine, a first encryption key based on the data from the memory location, 
wherein the data represents a second encryption key (see, e.g., see, e.g., p, 11, lines 1-18 and 
FIG. 6). Claim 33 further recites the features of providing the first encryption key for storage in 
the memory location (see, e.g., p. 11, lines 1-18) and providing the first encryption key to a 
second encryption engine (e.g., descrambler 150, FIG. 7) internal to the monolithic 
semiconductor device (see, e.g., p. 12, lines 21-25). Claim 33 further recites the features of 
performing an encryption function at the second encryption engine using the first encryption key 
(see, e.g., p. 13, lines 5-8). 

Independent claim 41 recites the features of a monolithic semiconductor device (e.g., 
monolithic semiconductor device 200, FIG. 2) comprising an encryption engine (e.g., encryption 
engine 120, FIG. 2) having an input, a memory location (e.g., key register 130, FIG. 2) having an 
output coupled to the input of the first encryption engine, wherein a data value to be stored in 
said memory location is observable only internally to the monolithic semiconductor device (see, 
e.g., p. 6, lines 6-13), and at least one silicon die pad (e.g., input/output die pads 235-237, FIG. 
2) having an input coupled to the output port of said memory location to provide temporary 
access to said memory location (see, e.g., p. 9, line 24 - p. 10, lines 2). 
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VL GROUNDS OF REJECTION TO BE REVIEWED ON APPEAL (37 C.F.R. S 
41.37(c)(l)(vi)) S 

A. Claim 1, 33, and 41 are rejected under 35 U.S.C. § 103(a) as being unpatentable 
over U.S. PatentNo. 5,563,950 to Easter etal. (hereinafter, "Easter") in view of U.S. PatentNo. 
5,850,443 to Van Oorschot et al. (hereinafter, "Van Oorschot) as set forth in the Advisory 
Action. 

B. Claims 1 7 and 3 1 are rejected under 35 U.S.C. § 1 03(a) as unpatentable over 
Easter in view of Van Oorschot and further in view of U.S. Patent Pub. No. 2002/0145931 to 
Pitts (hereinafter, "Pitts") as set forth in the Advisory Action. 

VH. ARGUMENTS (37 C.F.R. § 41.37(c)(l)(vii)) 

Based on the arguments and issues below, none of the claims stand or fall together, 
because in addition to having different scopes, each of the independent claims has a unique set of 
issues relating to its rejection and appeal as indicated in the arguments below: 

A Rejection of Claims 1, 33, and 41 under 35 U.S.C. § 103(a) 

In Section 3 of the Advisory Action, claims 1, 33, and 41 are rejected under 35 U.S.C. § 
103(a) as unpatentable over a combination of Gixod and Van Oorschot. 

As stated in MPEP § 2143, to establish a prima facie case of obviousness, three basic 
criteria must be met. First, there must be some suggestion or motivation, either in the references 
themselves or in the knowledge generally available to one of ordinary skill in the art, to modify 
the reference or to combine reference teachings. Second, there must be a reasonable expectation 
of success. Finally, the prior art reference (or references when combined) must teach or suggest 
all the claim limitations. The teaching or suggestion to make the claimed combination and the 

-5- US. App. No.: 09/995,308 
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reasonable expectation of success must both be found in the prior art, not in applicant's 
disclosure. InreVaeck, 947 F.2d 488, 20 USPQ2d 1438 (Fed. Cir. 1991). Also, as stated in 
MPEP § 2143.01, obviousness can only be established by combining or modifying the teachings 
of the prior art to produce the claimed invention where there is some teaching, suggestion, or 
motivation to do so found either in the references themselves or in the knowledge generally 
available to one of ordinary skill in the art. In re Fine. 837 F.2d 1071, 5 USPQ2d 1596 (Fed. Cir. 
1988); In re Jones, 958 F.2d 347, 21 USPQ2d 1941 (Fed. Cir. 1992). The mere fact that 
references can be combined or modified does not render the resultant combination obvious 
unless the prior art also suggests the desirability of the combination. In re Mills . 916 F.2d 680, 
16 USPQ2d 1430 (Fed. Cir. 1990), Further, as stated in MPEP § 2143.01, to establish prima 
facie obviousness of a claimed invention, all the claim limitations must be taught or suggested by 
the prior art. InreRovka. 490 F.2d 981, 180 USPQ 580 (CCPA 1974). That is, M [a]U words in a 
claim must be considered in judging the patentability of that claim against the prior art." In re 
WUspn, 424 F.2d 1382, 165 USPQ 494, 496 (CCPA 1970). Additionally, as stated in MPEP § 
2141.02, a prior art reference must be considered in its entirety, i.e., as a whole, including 
portions that would lead away from the claimed invention. W.L. Gore & Associates. Inc. v. 
Oarlock, Inc., 721 F.2d 1540, 220 USPQ 303 (Fed. Cir. 1983), cert, denied, 469 U.S. 851 (1984). 
Finally, if an independent claim is nonobvious under 35 U.S.C. 103, then any claim depending 
therefrom is nonobvious. In re Fine, 837 F.2d 1071, 5 USPQ2d 1596 (Fed. Cir. 1988). 
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1. Rejection of Claims 1 and 41 

For ease of reference, claims 1 and 41 are reproduced in its entirety below: 

1. (Previously Presented) A monolithic semiconductor device comprising: 

a memory location having an output port, wherein a data value to be stored in said 

memory location is observable only internally to the monolithic semiconductor device; 

an asymmetrical encryption engine having an input port coupled to the output port of the 

memory location and an output port to provide a symmetrical encryption key based on the data 

value; 

a symmetrical encryption engine having an input port coupled to an output port of the 
asymmetrical encryption engine, wherein the symmetrical encryption engine is to perform an 
encryption function using the symmetrical encryption key; and 

at least one silicon die pad having an input coupled to the output port of said memory 
location to provide temporary access to said memory location. 

41. (Previously Presented) A monolithic semiconductor device comprising: 
an encryption engine having an input; 

a memory location having an output coupled to the input of the first encryption engine, 
wherein a data value to be stored in said memory location is observable only internally to the 
monolithic semiconductor device; 

at least one silicon die pad having an input coupled to the output of said memory location 
to provide temporary access to said memory location 

a) Easter fails to disclose or suggest a silicon die pad having an input coupled 
to the output port of a memory location to provide temporary access as 
recited by claims 1 and 41 

Claim 1 recites the features of a memory location having an output port, wherein a data 

value to be stored in said memory location is observable only internally to the monolithic 

semiconductor device, and at least one silicon die pad having an input coupled to the output 

port of said memory location to provide temporary access to said memory location. Claim 

41 also recites these features. The Office asserts the key array 25/fuse array 51 of Easter 

discloses the claimed memory location feature and that Figure 2 of Easter and the passage of 

Easter at column 4, lines 50-65 disclose the claimed silicon die pad feature. Advisory Action. 

pp. 2-3. 



- 7 - U-S. App. No.: 09/»5,3OS 



PAGE 13/29 ' RCVD AT 7/24/2006 5:43:53 PM (Eastern Daylight Time] * SVR:USPTO-EFXRF-3/10* DN1S:2738300 * CSID:512 327 5452 * DURATION (mnw$):07-38 



JUL. 24. 2006 4:50PM LNAPW 512-327-5452 



NO. 8393 P. 14 



PATENT 

The Office further clarifies its position by stating that 

Easter discloses than an IC chip that includes memory locations (fuse array/key 
array) and the public key engine is used to generate the key required by DES 
engine and the key is stored in key array (FIG. 5, column 8 lines 18-26). 
Furthermore, the key array is the temporary storage area that takes output of the 
RS A engine and the integrated circuits ate well known to contain die pads. 
Advisory Action, p. 9. 

For ease of reference, the cited passages of Easter at column 4, lines 50-65 and col. 8, 
lines 18-26 are reproduced below: 

Single IC chip 63 includes input buffer 15 and output buffer 17 that control I/O 
with CPU 13 over internal busses 35 and I/O bus 14. An RSA engine 57 is 
provided as a public key cryptography engine. All of these elements are 
interconnected by bussing 35. Further, key storage is provided by a combination 
of a fuse array 5 1 and a key array 25 that are connected to RSA engine 57 via key 
transfer busses 37. 

Key storage facilities for RSA engine 57 are provided by a combination of key 
array 25 and fuse array 51. To recall, public key cryptographic engines (such as 
RSA engine 57) require the use of a private key and a public key. In accordance 
with the present invention, the private key is contained within a non-volatile 
memory comprising fuse array 51, while the public key is loadable into a volatile 
memory (such as a random access memory, a "RAM") comprising key array 25. 
Easter, col. 4, lines 50-65. 

Keys for DES encryption engine 21 are stored in key array 25. This is a 
programmable storage area comprising, for example, RAM. Operationally, keys 
are transferred for use as DES master keys via public key cryptography 
techniques using RSA engine 57. One technique for such transfer is described in 
Munck et al., incorporated by reference hereinabove. Advantageously, using the 
techniques of the present invention, the private key is secured and the 
disadvantages of prior manual key loading systems are overcome. 

Id, col. 8, lines 18-26. 

Contrary to the assertions of the Office, Easter fails to disclose or suggest a silicon die 
pad having an input coupled to the output port of a memory location in any manner, much less a 
silicon die having an input coupled to the output port of a memory to provide temporary access 
to the memory location as recited by claims 1 and 41. As noted above, the Office asserts "the 



- 8 - U.S.App.No.: 09/995,308 



PAGE 14/29 • RCVD AT 7/24/2006 5:43:53 PM [Eastern Daylight Time] * SVR:USPTO-EFXRF-3/10* DNIS:2738300 • CSID:512 327 5452 • DURATION (miHS):07-38 



JUL. 24. 2006 4:51 PM LNAPW 5 1 2-327-5452 NO. 8393 P. 15 

PATENT 

integrated circuits are well known in the art to contain die pads." Advisory Action, p. 9. While 
the Applicant does not disagree with the proposition that integrated circuits are well known to 
contain die pads, the Office errs in the unreasonable extension of this general statement to 
conclude that it is well known to use silicon die pads that have an input connected to an output 
port of a memory location to provide temporary access to the memory location. To wit, the 
Office has failed to provide any reference that demonstrates that it is well known to connect the 
input of a silicon die pad to the output port of a memory location that is used to store a data value 
that is observable only internally to a monolithic semiconductor device, much that a silicon die 
pad connected in such a manner is to provide temporary access to such a memory location. 
Further, it is submitted that it is not in feet well known to use a silicon die pad in the manner 
provided by claims 1 and 41. 

Tinning to the above-reproduced passages of Easter cited by the Office in support of its 
assertion that Easter discloses or suggests a silicon die pad connected to the output port of a 
memory location, neither of these passages discloses or suggests that an output of the key array 
25/fuse array 51 (which the Advisory Action asserts is equivalent to the claimed memory 
location) is connected to a silicon die pad, much less that they are connected to a silicon die pad 
for temporary access. Rather, these passages, as well as FIG. 5 of Easter, merely describe the 
storage of keys in the key array 25/&se array 51 . Moreover, it is noted that Easter fails to 
disclose die pads in any capacity. 

In view of the foregoing, it is respectfully submitted that Easter fails to disclose, or even 
suggest, at least one silicon die pad having an input coupled to the output port of a memory 
location to provide temporary access to said memory location. The Office therefore errs in its 
assertion that Easter discloses or suggests this recited feature of claims 1 and 41. 
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b) The proposed combination of Easter and Van Oorschot fails to disclose or 
suggest a silicon die pad having an input coupled to the output port of a 
memory location to provide temporary access as recited by claims 1 and 
41 

As discussed in section (a) above, Easter fails to disclose or suggest at least the feature of 
at least one silicon die pad having an input coupled to the output port of a memory location to 
provide temporary access to said memory location as recited by claims 1 and 41 . The Office 
does not assert that Van Oorschot discloses or suggests this claimed feature, nor in fact is this 
feature disclosed or suggested by Van Oorschot. Accordingly, Easter and Van Oorschot, 
individually or in combination, fail to disclose or suggest each and every feature recited by 
claims 1 and 41. 



c) Claims 1 and 41 are allowable under 35 U.S.C. § 103(a) 
As discussed in sections (a) and (b) above, the proposed combination of Easter and Van 
Oorschot fails to disclose or suggest each and every feature recited by claims 1 and 41. 
Accordingly, the Office fails to establish a prima facie case of obviousness in support of its 
rejection of claims 1 and 41. Claims 1 and 41 therefore are allowable under 35 U.S.C. § 103(a). 



2. Rejection of Claim 33 

For ease of reference, claim 33 is reproduced in its entirety below: 
33. (Previously Presented) A method comprising: 

accessing, by a first encryption engine internal to a monolithic semiconductor device, 
data from a memory location internal to the monolithic semiconductor device, wherein the 
memory location is accessible only internal to the monolithic semiconductor device; 

generating, at the first encryption engine, a first encryption key based on the data from 
the memory location, wherein the data represents a second encryption key; 

providing the first encryption key for storage in the memory location; 

providing the first encryption key to a second encryption engine internal to the 
monolithic semiconductor device; and 

performing an encryption function at the second encryption engine using the first 
encryption key. 
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a) Easter fails to disclose or suggest generating a first encryption key based 
on data from a memory location and providing the first encryption key for 
storage in the memory location as recited by claim 33 

Claim 33 recites the features of: accessing, by a first encryption engine internal to a 
monolithic semiconductor device, data from a memory location internal to the monolithic 
semiconductor device, wherein the memory location is accessible only internal to the monolithic 
semiconductor device; generating, at the first encryption engine, a first encryption key based on 
the data from the memory location, wherein the data represents a second encryption key; and 
providing the first encryption key for storage in the memory location. The Office asserts that the 
key array 25/fuse array 51 of Easter discloses the claimed memory location feature, the RSA 
engine 57 of Easter discloses the claimed first encryption engine feature, and that Figure 5 of 
Easter and the passage of Easter at col. 8, lines 18-26 (reproduced above in Section 1) disclose 
the claimed feature of providing the first encryption key (generated by the first encryption 
device) for storage in the memory location. Advisory Action, pp. 3-4. The Office elaborates its 
reasoning by asserting that the passage of Easter at coL 8, lines 1 8-26 disclose "the public key 
engine is used to generate the key required by the DES engine and the key is stored in the key 
array." Advisory Action, p. 9. For ease of reference, FIG. 5 of Easter and the cited passage of 
Easter are reproduced in their entirety: 

Keys for DES encryption engine 21 are stored in key array 25 . This is a 
programmable storage area comprising, for example, RAM. Operationally, keys 
are transferre d for use as DES master kevs via public key cryptography 
techniques using RSA engine 57 . One technique for such transfer is described in 
Munck et al., incorporated by reference hereinabove. Advantageously, using the 
techniques of the present invention, the private key is secured and the 
disadvantages of prior manual key loading systems are overcome. 

Easter , col. 8, lines 18-26 (emphasis added). 
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-Easter, F/G. 5 



Assuming, arguendo, that the key array 25/fuse array 51 is equivalent to the claimed 
memory location feature, the RSA engine 57 is equivalent to the claimed first encryption engine 
feature, and the DES engine encryption engine 21 is equivalent to the claimed second encryption 
engine feature as proposed by the Office, Easter would have to disclose or suggest that the RSA 
engine 57 obtains data from the key array/fuse array 51, generates an encryption key from the 
data, and stores the generated encryption key in the key array 25/fiise array Slto be consistent 
with the claimed feature of providing the first encryption key for storage in the memory location 
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(from which the data used to generate the first encryption key was obtained). However, contrary 
to the assertions of the Office, Easter fails to disclose or suggest this feature. 

As a first issue, even if it is assumed, arguendo, that Easter discloses storing an 
encryption key generated by the RSA engine 57 in the key array 25/fuse array 5 1 , Easter fails to 
disclose or suggest that data is obtain ed bv the RS A engine 57 from the kev array 25/fuse array 
5 1 to generate an encryption key from the obtained data that is then stored in the key array 
25/fuse array 51 . In other words, Easter fails to disclose or suggest that the RSA engine 57 
stores an encryption key in the same memory location that stores the data used by the RSA 
engine 57 to generate the encryption key. Accordingly, Easter fails to disclose or even suggest 
the claimed features of generating, at the first encryption engine, a first encryption key based on 
the data from the memory location , . . and providing the first encryption key for storage in the 
memory location. 

As a second issue, the cited passage of Easter reproduced above fails to disclose or 
suggest that any encryption keys generated by the RSA engine 57 are stored in the key array 
25/fuse array 51. Rather, this cited passage states "keys are transferred for use as DES master 
keys via public key cryptography techniques using RSA engine 57. One technique for such 

transfer is described in Munck, et al " Id. (emphasis added). Thus, this passage merely 

provides that keys are transferred from the RSA engine 57 for use as DES master keys by the 
DES engine 21 , but this statement by no means expressly provides or even implies that the keys 
are transferred by storing them in the key array 25/fuse array 51 . Rather, turning to FIG. 5 of 
Easter, Easter illustrates that the connection between the key array 25/fuse array 5 1 is a 
unidirectional arrow fro m the kev array 25/fase array 51 to the RSA engine 57. and Easter does 
not provide any indication that the connection is bidirectional from the RSA engine 57 to the key 
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array 25/fuse array 5 1 . FIG. 5 of Easter also fails to illustrate that the output of the RSA engine 
57 is connected to an input of the key array 25/fuse array 51 in any manner. In fact, FIG. 5 of 
Easter fails to illustrate any input to the key array 25/fuse array 51, which is consistent with the 
written disclosure of Easter. Further, FIG. 5 of Easter illustrates that the only output of the RSA 
engine 57 is connected to the buses 35 and 35', which input to the DES engine 21. Thus, in view 
of Figure 5 of Easter and the corresponding disclosure of Easter, one of ordinary skill in the art 
would appreciate that the RSA engine 57 is connected to the DES engine 21 via the busses 35 
and 35' and would not interpret Easter as disclosing or suggesting that an encryption key output 
by the RSA engine 57 is provided for storage in the key array 25/fuse array 51. 

b) The proposed combination of Easter and Van Oorschot fails to disclose or 
suggest generating a first encryption key based on data from a memory 
location and providing the first encryption key for storage in the memory 
location as recited by claim 33 

As discussed in section (a) above, Easter fails to disclose or suggest at least the features 

of generating, at the fust encryption engine, a first encryption key based on the data from the 

memory location and providing the first encryption key for storage in the memory location as 

recited by claim 33. The Office does not assert that Van Oorschot discloses or suggests these 

claimed features, nor in fact are these feature disclosed or suggested by Van Oorschot 

Accordingly, Easter and Van Oorschot fail to disclose or suggest, individually or in combination, 

each and every feature recited by claim 33. 

c) Claim 33 is allowable under 35 U.S.C. § 103(a) 
As discussed in sections (a) and (b) above, the proposed combination of Easter and Van 
Oorschot fails to disclose or suggest each and every feature recited by claim 33. Accordingly, 
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the Office fails to establish i prima facie case of obviousness in support of its rejection of claim 
33. Claim 33 therefore is allowable under 35 U.S.C. § 103(a). 

B. Rejection of Claims 17 and 31 

In Section 7 of the Advisory Action, claims 17 and 31 were rejected under 35 U.S.C. § 
103(a) as unpatentable over Easter in view of Van Oorschot and further in view of Pitts. 

1. Rejection of Claim 17 

For ease of reference, claim 17 is reproduced in its entirely below: 

1 7. (Previously Presented) A monolithic semiconductor device comprising: 
an external data port having an input and an output; 

a first encryption engine having an input coupled to the input of said external data port 
and an output; 

a second encryption engine having an input coupled to the output of the first encryption 
engine and an output; 

a memory location having an output coupled to the input of said first encryption engine; 

an isolation portion coupled to the oulput of said memory location and to the input of said 
external data port, wherein said isolation portion is modifiable to permanently prevent access of 
said memory location by the external data port; and 

wherein the first encryption engine is to provide a first encryption key based on a value 
stored at said memory location to said second encryption engine. 

a) There is no motivation to combine Easter, Van Oorschot and Pitts as 
proposed by the Office with respect to claim 17 

Independent claim 17 recites the features of an external data port having an input and an 
output, a memory location having an output coupled to an input of a first encryption engine, and 
an isolation portion coupled to the output of said memory location and to the input of said 
external data port, wherein said isolation portion is modifiable to permanently prevent access of 
said memory location by the external data port The Office acknowledges that Easter and Van 
Oorschot fail to disclose the claimed isolation portion feature. See Advisory Action, p. 5. The 
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Office relies on Pitts as disclosing an isolation fuse element that enforces one time programming 
of the memory. Advisory Action., p. 5. The Office therefore asserts that it would have been 
obvious "to include a fuse element in the semiconductor device [of Easter] because [a] 
semiconductor device with [a] fuse is well known in the art. Therefore it would have been 
obvious ... to combine the teachings of Pitts within the system of Easter because it prevents 
external access to the memory location after data has been successfully stored into secure 
memory array." Id. In contrast with the assertions of the Office, it is respectfully submitted that 
one of ordinary skill in the art would not be motivated to combine the teachings of Easter and 
Pitts as proposed. 

As noted by the Office, Pitts discloses a technique for preventing external access to a 
memory array 108 via the external datapath 118 of the circuit 100 by implementing an AND 
gate 1 10 and fuse element U2 in the external data path 1 18. See, e.g., Pitts, FIG. 1 . However, 
Easter does not disclose that the key array 25/fuse array 51 (which would be analogous to the 
memory 108 of Pitts) is connected to or accessible an external data path of the IC chip 63. 
Further, Easter provides no indication that the connection of the key array 25/fuse array 51 to an 
external data path of the IC chip 63 would be desirable or advantageous in any way. Thus, as 
Pitts discloses the use of an AND gate 1 1 0 and a fuse 1 12 at an external data path to prevent 
external access to a memory array, one of ordinary skill in the art would find no motivation to 
utilize the AND gate 1 10 and fuse 1 12 as taught by Pitts in the circuit of Easter as there is no 
external data path for the key array 25/fuse array 51 in which the AND gate 1 10 and fuse 1 12 
can be implemented. 

Moreover, not only does Easter fail to disclose an external data path for the key array 
25/fuse array 51 in which the technique of Pitts can be implemented, Easter teaches that the 
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external access of the key array 25/fuse array 51 is disadvantageous and is directly contradictory 
to tte stated goal of Easter of "a highly secure single IC chip public key cryptographic system." 
Easter, col. 2, line 67 - col. 3, line 1; see also Easter, col. 2, lines 63-66 (stating "the use of non- 
volatile memory for the private key removes security problems associated with loading an IC 
chip with a value throug h, external means ")(empha.<;i.g added) and Easter, col. 5, lines 8-1 1 
(stating "the private key for a given system is factory encoded into fuse array 51 of single IC 
chip 63 before encapsulation. Thus, after the IC chip is encapsulated, only destruction of the IC 
chip would enable detection of the private key."); see further Easter, col. 8, lines 27-40 
(describing the advantages of isolating the fuse array in view of the disadvantages of 
conventional techniques whereby the private key is loaded from an external source). 

Thus, as neither Easter nor Pitts provide any motivation for their combination with the 
other, and as Easter and Pitts each teaches away from their combination as proposed by the 
Office, one of ordinary skill in the art would find no motivation to combine the teachings of 
Easter and Pitts s proposed by the Office. The Office therefore fails to establish a prima facie 
case of obviousness for claim 17. 

b) Claim 17 is allowable under 35 U.S-C. § 103(a) 
As discussed in section (a) above, there is no motivation to combine the teachings of 
Easter, Van Oorschot, and Pitts as proposed by the Office to arrive at the particular combination 
of features recited by claim 17. Accordingly, the Office fails to establish a prima facie case of 
obviousness in support of its rejection of claim 17. Claim 17 therefore is allowable under 35 
U.S.C. § 103(a). 
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2. Rejection of Claim 31 

Claims 31 depends from claim 17 and recites the additional feature of at least one silicon 
die pad coupled to the output of said memory location to provide temporary external access to 
said memory location. 

a) There is no motivation to combine Easter, Van Oorschot and Pitts as 
proposed by the Office with respect to claim 3 1 

As discussed above with respect to claim 17, one of ordinary skill in the art would find no 

motivation to combine the teachings of Easter and Pitts s proposed by the Office. The Office 

therefore fails to establish & prima fade case of obviousness for claim 31 at least by virtue of its 

dependency from claim 17. 

b) The proposed combination of Easter, Van Oorschot and Pitts fails to 
disclose or suggest at least one silicon die pad coupled to the output of a 
memory location to provide temporary external access to said memory 
location with respect to claim 3 1 

As discussed above with respect to claims 1 and 41, neither Easter nor Van Oorschot 

discloses or suggests the claimed features of at least one silicon die pad coupled to the output of 

a memory location to provide temporary external access to said memory location as recited by 

claim 3 1 . The Office does not assert that Pitts discloses or suggests this feature, nor in fact is 

this feature disclosed or suggested by Pitts. The proposed combination of Easter, Van Oorschot 

and Pitts therefore fails to disclose or suggest at least this claimed feature of claim 31 . 

c) Claim 1 7 is allowable under 35 U.S.C. § 1 03 (a) 

As discussed in sections (a) and (b) above, not only does the proposed combination of 
Easter, Van Oorschot and Pitts fail to disclose each and every feature recited by claim 31, there 
is no motivation to combine the teachings of Easter, Van Oorschot, and Pitts as proposed by the 
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Office to arrive at the particular combination of features recited by claim 3 1 . Accordingly, the 
Office fails to establish * prima facie case of obviousness in support of its rejection of claims 31. 
Claim 31 therefore is allowable under 35 U.S.C. § 103(a), 

vm. CONCLUSION 

For at least the reasons given above, all pending claims are allowable and the Appellant 
therefore respectfully request reconsideration and allowance of all claims and that this patent 
application be passed to issue. 



Respectfully submitted, 



late f ' 



Date f ' RWl^avidson 




LARSON NEWMAN ABEL POLANSKY & WHITE, LLP 
(512) 439-7100 (phone) 
(512) 327-5452 (fax) 
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DL APPENDIX OF CLAIMS INVOLVED IN THE APPEAL (37 C.F.IL 6 
4U7(c)(l)(viii)) s 

The text of each claim involved in the appeal is as follows: 

1. (Previously Presented) A monolithic semiconductor device comprising: 

a memory location having an output port, wherein a data value to be stored in said 

memory location is observable only internally to the monolithic semiconductor 
device; 

an asymmetrical encryption engine having an input port coupled to the output port of the 
memory location and an output port to provide a symmetrical encryption key 
based on the data value; 

a symmetrical encryption engine having an input port coupled to an output port of the 

asymmetrical encryption engine, wherein the symmetrical encryption engine is to 
perform an encryption function using the symmetrical encryption key; and 

at least one silicon die pad having an input coupled to the output port of said memory 
location to provide temporary access to said memory location. 

17. (Previously Presented) A monolithic semiconductor device comprising: 
an external data port having an input and an output; 

a first encryption engine having an input coupled to the input of said external data port 
and an output; 

a second encryption engine having an input coupled to the output of the first encryption 
engine and an output; 

a memory location having an output coupled to the input of said first encryption engine; 

an isolation portion coupled to the output of said memory location and to the input of said 
external data port, wherein said isolation portion is modifiable to permanently 
prevent access of said memory location by the external data port; and 

wherein the first encryption engine is to provide a first encryption key based on a value 
stored at said memory location to said second encryption engine. 
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3 1 . (Original) The monolithic semiconductor device as in Claim 17, farther including at least 
one silicon die pad coupled to the output of said memory location to provide temporary external 
access to said memory location. 

33. (Previously Presented) A method comprising: 

accessing, by a first encryption engine internal to a monolithic semiconductor device, 

data from a memory location internal to the monolithic semiconductor device, 

wherein the memory location is accessible only internal to the monolithic 

semiconductor device; 
generating, at the first encryption engine, a first encryption key based on the data from 

the memory location, wherein the data represents a second encryption key, 
providing the first encryption key for storage in the memory location; 
providing the first encryption key to a second encryption engine internal to the 

monolithic semiconductor device; and 
performing an encryption function at the second encryption engine using the first 

encryption key. 



41. (Previously Presented) A monolithic semiconductor device comprising: 
an encryption engine having an input; 

a memory location having an output coupled to the input of the first encryption engine, 
wherein a data value to be stored in said memory location is observable only 
internally to the monolithic semiconductor device; 

at least one silicon die pad having an input coupled to the output of said memory location 
to provide temporary access to said memory location. 



-21- 



US.App.Na: 09/995,308 



PAGE 27/29 • RCVD AT 7/24/2006 5:43:53 PM [Eastern Daylight Time] * SVR:USPTO-EFXRrXJ/10 » DNIS:2738300 * CSID:512 327 5452 * DURATION (mm-ss):07-38 



JUL. 24. 2006 4:54PM LNAPW 5 1 2-327-5452 WO. 8393 P. 28" 

PATENT 

X. EVIDENCE APPENDIX (37 C.F.R § 41.37(c)(l)(ix)) 
None. 



U.S.App.No.: 09/995,308 



-22- 



PAGE 28/29 * RCVDAT 7/24/2006 5:43:53 PM [Eastern Daylight Time] ' SVR:USPTO-EFXRF-3/10* DNIS:2738300 * CSID:512 327 5452 * DURATION (mitKS):07O8 



JUL 24. 2006 4:54PM LNAPW 51 2-327-5452 NO. 8393 P. 29 

PATENT 

XI. RELATED PROCEEDINGS APPENDIX (37 C.F.R. § 4l37(c)(l)(x)) 
None. 



U.S.App.No.: O9/995,30B 



-23- 



PAGE 29/29 * RCVD AT 7/24/2006 5:43:53 PM [Eastern Daylight Time] * SVR:USPTO-EFXRF-3/10* DNIS:2738300 • CSID:51 2 327 5452 » DURATION (mm-ss):07-38 



